In this contribution an encryption method using a chaotic oscillator, excited by "n" sinusoidal signals, is presented. The chaotic oscillator is excited by a sum of "n" sinusoidal signals and a message. The objective is to encrypt such a message using the chaotic behavior and transmit it, and, as the chaotic system is perturbed by the sinusoidal signal, the transmission security could be increased due to the effect of such a perturbation. The procedure is based on the regulation theory and consider that the receiver knows the frequencies of the perturbing signal, with this considerations the algorithm estimates the excitation in such a way that the receiver can cancel out the perturbation and all the undesirable dynamics in order to produce only the message. In this way we consider that the security level is increased.
Introduction
Since Pecora and Carroll presented their work about chaos synchronization [1] , the investigation on chaos has received significant attention and the phenomenon has spread to the application in communications security ( [2] [3] [4] ). The use of chaotic systems for encoding and decoding is a new method different from the conventional techniques; see, for example, the work presented by Cuomo and Oppenheim in which a voice signal is encrypted by chaos and then is sent by the communication channel and is retrieved successfully [5] .
In recent years, encryption schemes are being studied and increasing demand exists to develop a safer encryption system for transmitting data in real time via the Internet, wireless networks, and other devices ( [6, 7] ).
The traditional standard encryption algorithm for images and data (DES) has a disadvantage when handling large amounts of data [8] and is performed digitally (first on a PC), and then sends the encrypted signal.
The online encryption in a dynamic system has the advantage of processing the signal in real time, so the analog signal (message) is encrypted while being sent.
In recent years some works were presented for the synchronization of master-slave structure ( [9] [10] [11] ), in the cites references a perturbation signal was introduced in the slave system and no perturbation was introduced in the master system. In different away, in the present work, a perturbation defined by the combination of the message and a sinusoidal signal is introduced in the master system.
In this work and algorithm is proposed in order to encrypt the message using a nonlinear chaotic system; this message is combined with " " sinusoidal signals whose amplitudes, phases, and bias are all unknown.
These signals excite the chaotic oscillator (the master) in order to encrypt the message more safely in the sense that the message signal is combined with sinusoidal signals; this combination increases the harmonics produced by the chaotic system and then the spectrum of the sending signal has more frequencies in the bandwidth of the signal.
In the proposed scheme the receiver (the slave) knows the frequencies to be used and estimates the sinusoidal signals which perturb the message and retrieve the message in exacta away.
In many other works (see [2] [3] [4] [5] ) only the message is used to excite the chaotic dynamical system and then is retrieved by the receptor. This is the principal difference in this work.
The paper is organized as follows: in Section 2 the problem is presented, the nonlinear estimator is designed in Section 3, in Section 4 several examples are shown, and finally in Section 5 some conclusions are presented.
Statement of the Problem
In this paper a nonlinear system is proposed, which is excited by a signal given by the following equation:
where the amplitudes ̸ = 0, the phases , and the constant bias are unknown. In addition to the sinusoidal perturbation (1), an information signal " ( )" will be added in order to encrypt this message by the nonlinear dynamical chaotic system.
It is observed that the signal perturbation ( ) can be generated by a linear systeṁ= (2) which is called exosystem [12] .
Various types of chaotic systems can be treated under the impulse of a sinusoidal input signal. In general the chaotic system to the encryption of the message can be seen in (3), where ( 1 , 2 , ) and ( 1 , 2 ) are nonlinear functions of the states, ( ) is the sinusoidal perturbation, and ( ) is the message to be encrypted:
Having described the chaotic system model in general, we proceed to select the outputs of the system, which are given by
Some chaotic oscillators are studied in the following paragraphs and will be adapted to realize the desired encryption and take the form (3).
It is proposed that the outputs given by (4) can recover the message ( ) and the disturbance signal ( ) as shown in Figure 1 .
If an intruder is capable of obtaining the transmission signal and can eliminate the chaos, find that the message will be disturbed by a sinusoidal signal and its harmonics as this was injected into the chaotic system, so the message is not decoded and the information will be preserved.
Note. Note that even though two outputs are taken, it is possible to transmit a single signal, if we perform a frequency multiplexing to send the two signals into one channel and they can be recovered later in the receiver.
In what follows some chaotic systems and how they are processed to take a proper structure are presented. 
The Van der Pol Chaotic System. The Van der Pol equation
provides an example of a nonlinear oscillator system. The system can be written as
taking 1 = and 2 =, the system takes the form (2):
with the following coefficients:
2.2. The Duffing Chaotic System. Duffing equation is introduced in 1918 as a nonlinear oscillator model. The equation is defined as̈+̇−
taking 1 = and 2 =, the system takes form (2):
2.3. The Lorenz Chaotic System. This system is known as a simplified model of multiple physical systems ( [13, 14] ). This system is described bẏ
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If we take 1 = , 2 = ( − ), and = , the system (11) takes the forṁ1
and then takes the same structure as (2) where the respective coefficients are
Note. It is not difficult to see that chaotic systems of Lu, Chen, and Raylegh can be also put in form (2) . Also in some cases the state does not exist ( [11] ). For this class of systems some assumptions are considered. ( 1 , 2 , 3 ) ∈ R, the function ( 1, 2, ), and dynamics are known.
Assumption 1. The constants
Assumption 2. The frequencies are known and ̸ = for ̸ = .
Assumption 3. The message and the perturbation do not destroy the chaos.
With this assumption outputs (4) are chaotic and then this signal has an infinite number of frequencies.
Receiver Design
Now in order to recover the transmitted message, a state estimator for system (3) is proposed. In the estimator the information is decrypted and separated from the signal perturbation ( ).
Consider the next theorem.
Theorem 4.
Take the outputs signals given by (4) and consider Assumptions 1 to 3; then the estimator given bẏ
witĥ=
and outputŝ0
where the constants 1 , 2 , and 0 are properly selected, is such that the signals are estimated; it iŝ
Proof. Consider the error system between (3) and (14) and the exosystem (2):
where the errors are defined as
From (16) consider the subsystem
Then using control theory [15] , it is possible to find constants 1 , 2 , and 0 such that 1 → 0, 2 → 0, and → 0. For the dynamics of 3 , it is observed that the difference between the nonlinear functions is an input to a stable linear system and it also tends to zero, so 3 also tend to zero.
Then̂1 → 1 ,̂2 → 2 ,̂→ , and̂→ ; for the message we can writê = 0 −̂0 − (̂1,̂2,̂)
and then̂→ , and the proof is finished. 
Simulation

Audio Signals. Consider the Lorenz oscillator given by equationṡ=
where represents an audio signal from the song Un bel di vedremo (taken from the opera Madama Butterfly, Act II) and the disturbance signal with two frequencies is ( ) = sin( ) + sin(4 ).
Applying (14) with the following parameters = 10, = 28, = 8/3 (these values generate chaotic behavior), and 1 = 18; 2 = 392; 0 = [1085, 441, 904, 707] we can see how the disturbance ( ) is estimated in Figure 2 . Figure 3 presents the chaotic behavior of the Lorenz attractor with the sinusoidal signal and audio signal. In Figure 5 , you can see how the recovered audio signal is the same as the original audio signal. Figure 6 presents the error signal between the original audio signal and retrieved message signal. It is possible to see that the error tends to zero.
It is observed how the message and the perturbation are retrieved in exact manner, it is, the synchronization is exact and does not exist an error as other algorithms.
Digital Images.
The method can also be applied to encrypt and to transmit digital images; for encryption, the image is modified to be sent in vector form. In this case, the receiver knows the number of rows and columns.
In this example we use the Duffing chaotic system with the perturbation given by ( ) = sin(0.5 ):
with the gain parameters being 1 = 20; 2 = 100; and 0 = [350. 7, 89.3516] . Figure 7 shows the sinusoidal signal estimated in comparison with the original signal. Figure 8 represents the chaotic behavior of the Duffing attractor with sinusoidal signal and digital image (the reference image is Frida Kahlo). 
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Conclusions
In this contribution we presented a methodology to encrypt and transmit audio and image signals using chaos and regulation theory. The algorithm consisted in perturbing a chaotic system with a signal composed of n sinusoidal signals with known frequencies and with a signal message. The main result is that using a perturbing sinusoidal signal the encryption level could be increased since the message signal is hidden not only in the spread spectrum of the chaotic system but also by the frequencies of the disturbance. This fact is what we consider an increment on the encryption level and security on the transmission. We corroborate the encryption using two examples: transmitting and audio signal and an image; in both cases the recovery information is the same as the original message, except in the transition time. In practical terms this algorithm could be implemented in real time electronic circuit and also in a DSP or a fast processor since the number of equations to be solved is small, depending on the chaotic system and the number of sinusoidal signals used. Finally, an extension of this work is the encryption with sinusoidal signals with unknown frequencies, in addition to the problem of encrypting and transmitting multiple messages. 
